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Application/Control Number: 09/809,736 
Art Unit: 2135 

DETAILED ACTION 
Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
(a)Apatentnwnotbeobt^^^ 

action 102 of this title, if the differences between he nSon was made to a person 

manner in which the invention was made. 

Claim 1, 3-6, and 9-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kimlinger et al (6,360,952 Bl) in view of Comerford et al (5,109,413). 

In reference to claims 1, 9-12, Kimlinger discloses an access management system 
managing access to smart card a plurality applications (column 3 lines 37-38). The system 
responds to a request to access the smart card from an application (Fig. 4 A-I). 

However Kimlinger does not disclose the exclusive access of the smart card and allowing 
access when the smart card when the application has already been authenticated. 

Comerford discloses a system wherein the rights to execute software are conditional. On 
of the conditions to access software is the number of times of execution (column4 lines 21-26). 
By making a condition of execution of the software, the number of times that the software, when 
the number of times for execution of the software is only 1 then there is exclusive access to the 
token and disk (smart card), since the counter would go to zero (column 19 lines 5-22). This 
would be exclusive access of the smart card because after the application has executed no other 
application will be allowed access since the counter would be zero, and therefore the conditions 
for execution, would not allow the application to execute. 
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A, the time the invention was made, it would have been obvious to a person of ordinary 
skl „ ,n the art to tnclude the conditions for execution as in Comerford in the system of 
Kinrlinge, One of ordinary skill » the art would have been motivated to do th, because i. 

control the conditions of executing the software. 

,„ reference ,o Cain, S, wherein the access control unit rejects the access request from the 
application allowed the exclusive access if the apphcation has no, been authenticated for the 
sraart card . The system disclosed by Comerford authenticates the token and therefore would not 

allow access if the token was not authentic. 

Kimlinger does not disciose authentication of the token before the apphcation executes. 
T„e access control un„ disclosed by Comerford suggests rejecttng the access request 
from the application allowed the exc.usive access if the application has not been authenticated 

token and therefore would not allow access if the token was not authentic 

A, the time the invention was made, it would have been obvtous to a person of ordinary 
skill in the art to include the authenttcat.on of Comerford ,n the system of Kimlinger. One of 
ordtnary skill in the art would have been motivated to do this because it would provide the 

of executing the software. 

„ reference ,o Cain, ..wherein said access control unit manages authentication between 

an application and smart card using a process ID of the application. 



Application/Control Number: 09/809,736 
Art Unit: 2135 

Kimlinger does not disclose the use of the process ID of the application to authenticate 
the application. 

Comerford suggest the use of the process ID of the application to manage the 
authentication between the application and the token (smart card) before execution. This is 
performed the application looking for the execution criterion and would therefore need the 
process ID to identify the application (column 19 lines 4-12). 

■ In reference to claim 5, wherein said access control unit changes an application 
authenticated for a smart card into non-authenticated application when the smart card 
is extracted from a smart card reader (Fig. 4 C). Kimlinger dislcoses checking if there is a smart 
card in the reader before turning the smart card on, therefore suggesting that the smart card 
becomes non-authentic when it is extracted. 

In reference to claim 6, wherein when said application accesses the smart card plural 
times, said application issues the exclusive access request to said exclusion control unit each 
time the access is started, and issues an exclusive access cancellation notification to said 
exclusion control unit each time the access terminates (column 9 lines 26-32). 

Claim 2, 7-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kimlinger 
and Comerford as applied to claim 1 above, and further in view of Silberschatz. 

In reference to claims 2 and 7,wherein the exclusion control unit queues an application 
that issues an exclusive access request in response an exclusive access request for the smart card 
from the application when the smart card has no logical channel exclusively accessed by another 
application. 
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Kimlinger and Comerford do not dislcoses the control unit queues an application that 

issues an access request. 

Silberschatz discloses a monitor that uses a First Come First Serve Queue (FCFS) to 

control the access of one resource (pages 187-188). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a queue to control the access of resources as disclosed by Silberschatz in the 
system of Kimlinger. One of ordinary skill in the art would have been motivated to do this 
because it would ensure that the process that waits the longest for the resource will be able to use 
it first. 

In reference to claim 8, wherein the access control unit request a smart card to cancel 
authentication an application, in response to a smart card authentication cancellation notification 
from when the application authenticated for the smart card smart authentication application, last 
application 

Kimlinger and Comerford do not disclose the access control unit request a smart card to 
cancel authentication an application, in response to a smart card authentication cancellation 
notification from when the application authenticated for the smart card smart authentication 

application, last application 

Silberschatz discloses the release of a resource when the queue is ended and therefore the 
cancellation of the authentication application when the application is the last application (page 
187). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use a queue to control the access of resources as disclosed by Silberschatz in the 
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system of Kimlinger. One of ordinary skill in the art would have been motivated to do this 
because it would ensure that the process that waits the longest for the resource will be able to use 
it first. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W Klimach whose telephone number is (703) 305-8421, 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (703) 305-4393. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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